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ABSTRACT 
 

This study examines the effectiveness of current data privacy protocols within cryptocurrency 
platforms, focusing on encryption strength, anonymity techniques, and AI-powered regulatory 
compliance tools. Data were sourced from CoinMarketCap and Kaggle, including metrics like Bit 
Strength, Breach Incidents, and Anonymity Scores, which were analyzed using descriptive 
statistics, t-tests, and logistic regression. Results showed no significant relationship between 
encryption strength and breach incidents (p = 0.817), indicating that encryption strength may not be 
a primary factor in breach prevention. The weak correlation between encryption strength and 
breaches suggests that other elements, such as platform vulnerabilities or user behaviour, could 
play a more critical role in security. AI systems, evaluated through metrics like precision (0.168), 
recall (0.204), and F1 score (0.184), struggled with false positives, showing limitations in accurately 
detecting breaches and highlighting the need for more refined AI models. Advanced blockchain 
technologies like Zero-Knowledge Proofs and Homomorphic Encryption enhanced privacy but 
increased computational costs. It is recommended that hybrid encryption methods be adopted to 
balance privacy and performance and improve AI systems for more accurate breach detection. 
Governments must create clear regulations that encourage innovation while ensuring compliance. 
 

 
Keywords: Cryptocurrency; data privacy; artificial intelligence; zero-knowledge proofs; regulatory 

compliance. 
 

1. INTRODUCTION 
 
The rapid rise of cryptocurrencies has 
significantly transformed the global financial 
system, offering decentralized and 
pseudonymous methods for conducting 
transactions across borders. However, as Truong 
et al. (2023) assert, the increasing prevalence of 
digital assets, particularly Bitcoin and Ethereum, 
has sparked growing concerns regarding data 
privacy and regulatory compliance. As the digital 
financial ecosystem expands, it confronts various 
challenges, including privacy breaches, fraud, 
and non-compliance with traditional regulatory 
frameworks. As Akanfe et al. (2024) argue, these 
risks underscore the urgent need for enhanced 
privacy protocols and tailored regulatory 
measures. The integration of advanced 
blockchain technologies and artificial intelligence 
(AI) provides promising solutions to these 
challenges, offering innovative technologies that 
safeguard user privacy while promoting 
compliance with existing legal standards (Singh 
et al., 2020; Olaniyi et al., 2023). Hence, this 
study aims to address the following questions: 
How effective are current data privacy protocols, 
including encryption strength and anonymity 
techniques, in preventing breaches on 
cryptocurrency platforms? What role does 
artificial intelligence play in enhancing privacy 

protection and ensuring regulatory compliance 
within cryptocurrency transactions, and what are 
its current limitations? How feasible and effective 
are advanced blockchain technologies, such as 
Zero-Knowledge Proofs and Homomorphic 
Encryption, in addressing data privacy concerns 
in cryptocurrency systems? 
 
As cryptocurrency adoption intensifies, the 
regulatory landscape is evolving to mitigate the 
risks associated with digital assets. A prominent 
example of this regulatory evolution is the 
European Union’s Markets in Crypto Assets 
(MiCA) regulation, set for implementation in 
2024. MiCA aims to establish comprehensive 
guidelines for regulating digital assets across the 
EU, focusing on data privacy, investor protection, 
and market integrity. Ahern (2021) posits that 
MiCA exemplifies the need for regulatory 
frameworks that encourage innovation while 
ensuring privacy protection. Privacy-preserving 
technologies, such as zero-knowledge proofs 
(ZKPs) and homomorphic encryption, are crucial 
in achieving this balance, as they offer 
mechanisms for verifying transactions without 
exposing sensitive information (Olaniyi, 2024; 
Almashaqbeh & Solomon, 2022) 
 
These blockchain technologies are at the 
forefront of addressing the growing privacy 
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concerns within the cryptocurrency sector, 
providing a pathway toward reconciling privacy 
with regulatory compliance. 
 
Nevertheless, privacy-enhanced 
cryptocurrencies like Zcash, which utilize ZKPs, 
have drawn regulatory scrutiny due to their 
potential misuse for illicit activities such as 
money laundering and tax evasion. Akartuna 
(2022) avers that the Financial Action Task Force 
(FATF) has responded by issuing 
recommendations that emphasize the need for 
cryptocurrency platforms to implement measures 
to mitigate these risks. The FATF's guidelines 
stress the importance of balancing privacy with 
regulatory oversight, ensuring that privacy 
protocols do not enable illegal activities while 
protecting legitimate users. This regulatory 
challenge demonstrates the complexity of 
establishing frameworks that preserve privacy 
and security in digital financial systems 
(Ogungbemi et al., 2024; Ismagilova et al., 
2020). Artificial intelligence plays a pivotal role in 
enhancing privacy and improving regulatory 
compliance in the cryptocurrency space. AI has 
proven particularly effective in fraud detection 
and anti-money laundering (AML) efforts. Kshetri 
(2022) contends that companies like Chainalysis 
and Elliptic have developed AI-driven tools that 
analyze blockchain data to detect fraudulent 
transactions, assisting law enforcement in 
tracking illicit financial activities. These AI models 
have processed vast amounts of data, identifying 
patterns that traditional methods might overlook, 
enabling the recovery of significant sums from 
illegal operations. In 2023, AI was instrumental in 
uncovering global money laundering networks 
that used cryptocurrencies, showcasing its 
potential to support privacy and compliance 
efforts simultaneously (An et al., 2021; Akinola et 
al., 2024) 
 
The complexities of privacy within state-backed 
digital currencies, such as China's Digital Yuan, 
further underscore the challenges of balancing 
privacy and oversight. While the Digital Yuan 
promises improved transaction efficiency and 
financial inclusion, it raises concerns about 
government surveillance. Ballaschk and Paulick 
(2021) argue that critics contend that the central 
government’s ability to monitor every transaction 
threatens individual privacy, highlighting the 
difficulties in ensuring privacy in government-
controlled digital currencies. This concern is not 
unique to the Digital Yuan, as other nations 
developing central bank digital currencies 
(CBDCs) also grapple with similar issues. 

According to Bennett and Raab (2018), these 
concerns reflect the broader ethical and policy 
questions surrounding the creation of regulatory 
frameworks that protect user privacy without 
compromising governmental oversight or 
financial security. 
 
Technological solutions, including ZKPs, 
homomorphic encryption, and privacy-preserving 
smart contracts, are pivotal in addressing these 
privacy concerns. ZKPs enable the validation of 
transactions without revealing any underlying 
details, marking a significant advancement for 
privacy in cryptocurrency networks. 
Homomorphic encryption allows computations on 
encrypted data, safeguarding sensitive financial 
information without requiring data exposure. 
Additionally, Patil et al. (2020) argue that privacy-
preserving smart contracts allow executing 
agreements on blockchain networks while 
maintaining confidentiality. Although these 
technologies are still evolving, they offer a 
foundation for a future in which privacy and 
transparency coexist within the cryptocurrency 
ecosystem, addressing critical concerns in the 
debate over digital financial privacy (Arigbabu et 
al., 2024; Pocher, 2023). 
 
The FATF's 2023 recommendations further 
emphasize developing balanced regulatory 
frameworks. Subbagari (2023) states that these 
guidelines call for cryptocurrency regulations that 
align with AML and Counter-Terrorist Financing 
(CTF) frameworks, aiming to mitigate the risks 
posed by privacy-enhancing technologies. This 
reflects the need for international regulatory 
standards that address the unique characteristics 
of cryptocurrencies while promoting responsible 
innovation. Governments, regulatory bodies, and 
industry stakeholders must collaborate to ensure 
that privacy technologies are used to prevent 
their misuse of illegal activities while fostering 
innovation within the cryptocurrency market 
(Babikian & Babikan, 2023; Samuel-Okon, 
2024a). 
 
The rapid expansion of the cryptocurrency sector 
necessitates the establishment of robust 
guidelines that can protect user privacy without 
hindering market growth. By integrating 
advanced blockchain technologies with AI-driven 
solutions, the cryptocurrency industry can 
address the complex issues of privacy and 
regulatory compliance (Kumar Tyagi & Abraham, 
2020). This research will examine the existing 
data privacy protocols in cryptocurrency 
networks, analyze AI's role in enhancing 



 
 
 
 

Gbadebo et al.; J. Eng. Res. Rep., vol. 26, no. 11, pp. 7-27, 2024; Article no.JERR.125505 
 
 

 
10 

 

confidentiality and compliance, and explore the 
potential of blockchain innovations such as zero-
knowledge proofs and homomorphic encryption. 
The goal is to propose comprehensive guidelines 
that governments and industry stakeholders can 
adopt to foster both privacy protection and 
innovation while promoting sustainable  
economic growth in the cryptocurrency sector. 
This study aims to achieve the following 
objectives: 
 

1. Evaluate the effectiveness of existing data 
privacy protocols within current 
cryptocurrency systems and identify areas 
for improvement using advanced 
blockchain methodologies. 

2. Analyses the role of artificial intelligence in 
enhancing privacy and regulatory 
compliance in cryptocurrency transactions. 

3.  Assesses the feasibility and effectiveness 
of cutting-edge blockchain technologies 
(e.g., zero-knowledge proofs, 
homomorphic encryption, privacy-
preserving smart contracts) in addressing 
cryptocurrency data privacy concerns. 

4. Proposes a set of guidelines and 
standards that governments and industry 
stakeholders can adopt to protect user 
data while fostering innovation and growth 
in the cryptocurrency sector. 

 

2. LITERATURE REVIEW  
 
Introducing privacy protocols in cryptocurrencies 
addresses concerns about user anonymity, 
transaction confidentiality, and regulatory 
compliance. Despite early claims of 
pseudonymity, major cryptocurrencies like 
Bitcoin and Ethereum face significant limitations. 
Bitcoin’s public ledger makes transaction data 
visible, though identities are indirectly linked to 
wallet addresses. Bistarelli (2021) argues that 
while Bitcoin provides some pseudonymity, 
advanced blockchain analysis techniques expose 
vulnerabilities, allowing de-anonymization. 
Similarly, despite supporting smart contracts, 
Ethereum's transparent ledger suffers from 
similar privacy challenges, sparking debate about 
the effectiveness of privacy protocols in both 
networks (Romano & Schmid, 2021; Samuel-
Okon, 2024a). 
To address these issues, privacy-centric 
cryptocurrencies like Monero and Zcash have 
emerged with advanced privacy features. 
Monero uses ring signatures and stealth 
addresses to obscure the identities of senders 
and recipients, while it’s Ring Confidential 

Transactions (RingCT) mechanism conceals 
transaction amounts. However, Herskind et al. 
(2020) contend that Monero’s privacy measures, 
though robust, remain vulnerable to correlation 
attacks that exploit transaction patterns over 
time. In contrast, Zcash uses zero-knowledge 
proofs (ZK-SNARKs) to validate transactions 
without revealing the sender, recipient, or 
amounts. Despite this innovation, Akcora et al. 
(2021) aver that Zcash faces computational 
inefficiencies, raising concerns about scalability. 
Additionally, Zcash’s optional privacy model, 
where only a portion of transactions are shielded, 
has been criticized for increasing de-
anonymization risk (Rossi et al., 2020; Samuel-
Okon, 2024b). 
 
Regulatory pressure on privacy-enhanced 
cryptocurrencies has intensified. Goldbarsht and 
deKoker (2022) notes that in 2019, the Financial 
Action Task Force (FATF) introduced 
recommendations requiring virtual asset service 
providers (VASPs) to collect and share 
transaction details to comply with Anti-Money 
Laundering (AML) and Counter-Terrorist 
Financing (CTF) regulations. While these 
guidelines aim to prevent the misuse of privacy-
enhancing technologies, critics argue that they 
undermine the core privacy protections of these 
cryptocurrencies (Baum et al., 2023). Such 
regulations, they contend, compromise user 
anonymity and have led to the delisting of privacy 
coins from major exchanges. Furthermore, the 
European Union’s forthcoming MiCA regulation is 
expected to introduce stricter compliance 
measures, heightening the tension between 
privacy and transparency in cryptocurrency 
platforms (van der Linden & Shirazi, 2023; Okon 
et al., 2024). 
 
Privacy-centric coins continue to face challenges 
in balancing privacy protections with regulatory 
demands. While some believe FATF’s 
recommendations effectively limit illicit uses of 
cryptocurrencies, others argue they unfairly 
target privacy-focused platforms. Podder (2022) 
suggests that although AML and CTF guidelines, 
including Know Your Customer (KYC) 
procedures and transaction monitoring, are 
essential for preventing illegal activities, they 
threaten user privacy in jurisdictions with strict 
regulations. As regulatory frameworks tighten, 
cryptocurrency platforms must carefully weigh 
non-compliance risks, especially regarding the 
future of privacy-focused cryptocurrencies in 
mainstream finance (Huang & Trangle, 2020; 
Asonze et al., 2024). 
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Advanced blockchain methodologies for 
enhanced privacy: Advanced blockchain 
methodologies have introduced privacy-
enhancing techniques, including zero-knowledge 
proofs (ZKPs), homomorphic encryption, and 
privacy-preserving smart contracts. These 
innovations address ongoing concerns about 
privacy within cryptocurrency systems while 
maintaining transparency and security. ZKPs, a 
cryptographic protocol that enables one party to 
prove the validity of a statement without 
revealing the underlying data, play a crucial role 
in transaction confidentiality. A prominent 
example of this is Zcash, which employs ZK-
SNARKs (Zero-Knowledge Succinct Non-
Interactive Arguments of Knowledge) to protect 
sensitive details such as the identities of the 
sender and recipient, as well as transaction 
amounts. Dhinakaran et al. (2023) contend that 
ZKPs provide groundbreaking privacy solutions, 
but challenges such as computational 
inefficiency and scalability remain. The significant 
computational resources required for generating 
and verifying ZKPs hinder their practical 
application in large-scale blockchain networks. 
Moreover, integrating ZKPs into widely used 
systems like Ethereum may lead to delays and 
increased costs due to the resource-intensive 
nature of these processes (Çomak & Cnudde, 
2022; Samuel-Okon, 2024c). 
 
Another promising approach is homomorphic 
encryption, a cryptographic method that allows 
computations on encrypted data without 
decryption, thus preserving data confidentiality 
during processing. In cryptocurrencies, 
homomorphic encryption holds the potential for 
securing financial transactions by enabling 
verification and auditing of encrypted data. 
Regueiro et al. (2021) argue that this method 
could transform blockchain security by permitting 
secure operations on sensitive data. However, 
fully homomorphic encryption's computational 
complexity and latency present significant 
obstacles to its widespread implementation, 
particularly in high-throughput systems like 
Bitcoin and Ethereum. Despite its promise to 
enhance privacy, the high computational 
overhead remains a critical barrier to its practical 
deployment (Olaniyi, et al., 2024; Ali et al., 2023). 
 
Privacy-preserving smart contracts represent a 
further development in the blockchain 
ecosystem, particularly within decentralized 
finance (DeFi). These contracts, which self-
execute agreements between parties, protect 
transaction terms through cryptographic 

techniques such as ZKPs or secure multi-party 
computation (SMPC). Privacy-preserving smart 
contracts ensure that sensitive data remains 
confidential throughout the execution process. 
Solomon and Almashaqbeh (2022) note that this 
capability is especially valuable in DeFi, where 
participants may need to conceal proprietary or 
personal information. However, integrating 
privacy-enhancing mechanisms into smart 
contracts presents challenges such as slower 
execution times and increased transaction costs, 
which may limit their usability in fast-paced 
financial environments (Garrido et al., 2022; 
Oladoyinbo et al., 2024). 
 
Each blockchain methodology offers distinct 
privacy benefits, yet trade-offs accompany them. 
ZKPs provide strong privacy assurances but face 
scalability challenges due to their computational 
demands. While offering unprecedented security, 
homomorphic encryption is hindered by its 
complexity and latency, making real-time 
applications difficult. Privacy-preserving smart 
contracts offer a practical solution, allowing 
flexible and confidential transactions, though they 
also encounter limitations regarding speed and 
cost. Alzoubi et al. (2022) suggest that combining 
these approaches could provide the most 
effective path forward for addressing privacy 
concerns within cryptocurrency systems. For 
example, integrating ZKPs into privacy-
preserving smart contracts could enhance 
confidentiality and scalability, providing a 
balanced solution that satisfies the competing 
demands of privacy and transparency in 
blockchain environments. 
 
 Artificial intelligence in enhancing privacy 
and regulatory compliance: Artificial 
Intelligence (AI) is crucial in improving privacy 
and regulatory compliance within cryptocurrency 
ecosystems, particularly for detecting fraudulent 
activities and supporting anti-money laundering 
(AML) initiatives. AI-driven tools like Chainalysis 
and Elliptic leverage machine learning algorithms 
to analyze vast amounts of blockchain data, 
identifying suspicious transactions. Kuttiyappan 
and Rajasekar (2024) assert that AI models 
excel in detecting irregularities in transaction 
behavior, which often evades traditional 
methods. For example, Chainalysis has helped 
law enforcement track illicit cryptocurrency flows, 
recovering significant sums from ransomware 
attacks, while Elliptic has uncovered complex 
networks of illicit transactions. In 2023, AI played 
a key role in uncovering a large-scale money 
laundering operation, demonstrating AI’s ability 
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to detect activities that conventional analytics 
might miss (Gandhi et al., 2024; Olaniyi et al., 
2024). 
 
In addition to fraud detection, AI enhances 
regulatory compliance by ensuring transparency 
and traceability in blockchain transactions. 
Pocher et al. (2023) argue that machine learning 
algorithms enable cryptocurrency platforms to 
meet regulatory frameworks such as the 
Financial Action Task Force (FATF) guidelines, 
scrutinizing transaction histories and ensuring 
adherence to AML and Counter-Terrorist 
Financing (CTF) standards. AI’s ability to analyze 
transactions in real time has reduced the need 
for manual oversight, facilitating compliance with 
FATF’s "travel rule" and enhancing the efficiency 
of compliance processes within cryptocurrency 
exchanges (Olaniyi et al., 2024; Farayola, 2024). 
 
However, AI-driven solutions face challenges 
related to algorithmic bias and transparency. AI 
models trained on historical data may 
disproportionately flag legitimate transactions 
from regions perceived as high-risk, leading to 
false positives and complicating the compliance 
process for users. Hassija et al. (2023) contend 
that the "black-box" nature of many AI systems 
also raises accountability issues, as it is often 
unclear how conclusions are reached. According 
to Mitrou et al. (2021), more transparency is 
needed to ensure the fairness of AI-driven 
decisions, especially when used by law 
enforcement or regulators. 
 
Despite these limitations, AI’s role in enhancing 
privacy and regulatory compliance in 
cryptocurrency remains significant. Williamson 
and Prybutok (2024) posit that while algorithmic 
bias and opacity require continuous refinement, 
AI’s growing role in fraud detection and 
compliance underscores its importance in 
addressing the challenge of balancing privacy 
with regulatory oversight, providing innovative 
solutions for maintaining both security and 
transparency in decentralized financial systems. 
 
 Balancing privacy and regulatory oversight 
in cryptocurrencies: The tension between 
privacy and regulatory oversight is a central 
issue shaping the future of digital finance. 
Cryptocurrencies were initially designed to allow 
users to transact outside traditional financial 
systems, preserving privacy. However, Kethineni 
and Cao (2019) argue that with the rise of 
cryptocurrencies like Bitcoin, regulatory 
frameworks have become essential to prevent 

illicit activities such as money laundering and 
fraud. Governments now face the challenge of 
balancing privacy with the need for oversight, 
ensuring privacy protocols do not facilitate illegal 
activities while still protecting individual privacy 
rights (Olateju et al., 2024; Allahrakha, 2023). 
 
Government-backed digital currencies, such as 
China’s Digital Yuan, highlight this delicate 
balance. While the Digital Yuan enhances 
transaction efficiency and financial inclusion, 
Fullerton and Morgan (2022) note that real-time 
transaction monitoring could lead to state 
surveillance. Governments could gain 
unprecedented access to citizens’ financial data, 
raising concerns over privacy infringement. Auer 
et al. (2022) contend that although central bank 
digital currencies (CBDCs) offer certain 
economic benefits, they blur the line between 
oversight and privacy violations, potentially 
influencing other nations to adopt similar 
mechanisms. 
 
Privacy-enhanced cryptocurrencies like Zcash 
and Monero further complicate this issue. 
According to Ali and Narula (2020), these 
cryptocurrencies offer advanced privacy features 
that are crucial for protecting users from 
government control. However, these privacy 
measures also attract regulatory scrutiny. 
Calafos and Dimitoglou (2022) posit that while 
these protocols shield users from surveillance, 
they can also enable illicit activities, including 
money laundering and tax evasion, by evading 
regulatory oversight. This presents a key ethical 
dilemma: How much privacy should be permitted 
before it risks enabling criminal behaviour 
(Dhirani et al., 2023; Olateju et al., 2024)? 
 
Emerging technologies such as zero-knowledge 
proofs (ZKPs) and homomorphic encryption 
provide potential solutions to balancing privacy 
and compliance. Wylde et al. (2022) argue that 
these technologies allow transactions to be 
validated without exposing sensitive details, 
supporting privacy while maintaining regulatory 
oversight. However, whether governments and 
regulatory bodies will accept these technologies 
remains to be determined as the demand for 
more control over digital currencies grows 
(Samuel-Okon, et al., 2024; Arner et al., 2020). 
 
The debate over privacy and oversight in 
cryptocurrencies marks a critical juncture for 
digital finance. As cryptocurrencies become more 
integrated into the global economy, Nguyen and 
Tran (2023) suggest that regulatory frameworks 
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that safeguard privacy without undermining 
financial security will be essential. Achieving this 
balance will require technological advancements, 
thoughtful policy-making, and careful 
consideration of the ethical challenges of privacy 
and surveillance in decentralized systems. 
 
Balancing innovation and compliance: The 
tension between innovation and regulatory 
compliance in cryptocurrencies has led to the 
creation of frameworks to maintain privacy while 
ensuring legal adherence. One prominent 
example is the European Union’s Markets in 
Crypto Assets (MiCA) regulation, set to be 
implemented in 2024. MiCA seeks to balance 
privacy protection with market integrity by 
incorporating privacy-enhancing technologies like 
zero-knowledge proofs (ZKPs) while enforcing 
anti-money laundering (AML) and counter-
terrorist financing (CTF) regulations. MiCA sets a 
valuable precedent, offering a framework that 
supports privacy-preserving technologies without 
undermining legal oversight (Mayeke et al., 2024; 
Ferrari, 2023). 
 
Collaboration between regulators and the 
cryptocurrency industry balances innovation and 
compliance. Integrating privacy-enhancing 
technologies such as ZKPs, homomorphic 
encryption, and privacy-preserving smart 
contracts plays a key role in this balance. 
According to Ravi et al. (2022), these 
technologies enable transaction validation 
without exposing sensitive information, thus 
supporting privacy and transparency. Auer et al. 
(2023) posit that adopting decentralized finance 
(DeFi) systems facilitates efficient validation 
while ensuring compliance. Moreover, integrating 
artificial intelligence (AI) into blockchain systems 
enhances regulatory compliance by automating 
the detection of suspicious activities. AI-driven 
models can detect potential violations of AML 
and Financial Action Task Force (FATF) 
guidelines, addressing privacy concerns while 
meeting legal obligations (Olabanji et al., 2024; 
Javaid, 2024). 
 
The practical use of privacy-enhancing 
technologies is evident in cryptocurrencies like 
Zcash and Monero. Zcash’s use of ZK-SNARKs 
allows for shielded transactions that ensure 
privacy, while Monero’s ring signatures maintain 
user anonymity. Despite these privacy measures, 
Courtois et al. (2021) note that both 
cryptocurrencies face regulatory scrutiny due to 
their potential misuse in illicit activities. This 
underscores the need for privacy-enhancing 

technologies to evolve alongside regulatory 
frameworks, preventing misuse while preserving 
their intended functions (Olaniyi, 2022; Kaaniche 
et al., 2020). 
 

Global cooperation among governments, 
regulatory bodies, and industry stakeholders 
fosters innovation and protects user privacy. 
Pavlidis (2020) asserts that while bodies like 
FATF have provided guidelines to harmonize 
approaches across jurisdictions, further 
collaboration is needed. Governments must 
adopt privacy-enhancing technologies and 
establish clear compliance guidelines, while 
industry stakeholders ensure that privacy 
innovations do not stifle market growth. 
Continuous collaboration is essential to address 
privacy and compliance concerns 
simultaneously. The cryptocurrency sector must 
integrate privacy-enhancing technologies with AI-
driven compliance tools to balance innovation 
and oversight. This dual approach fosters privacy 
and transparency, enabling sustainable growth 
while ensuring legal requirements are met, which 
is vital for the future success of cryptocurrencies 
(Adhikari, 2024; Samuel-Okon, 2024d). 
 

3. METHODOLOGY 
 

This study’s analysis evaluated the effectiveness 
of data privacy protocols in cryptocurrency 
systems, specifically encryption strength, breach 
incidents, and anonymity levels. To achieve the 
first objective, Data were sourced from 37 
cryptocurrency platforms, with variables including 
Bit Strength (128-bit, 192-bit, 256-bit), Breach 
Incidents, and Anonymity Scores (ranging from 
20 to 100). The analysis employed statistical 
methodologies (comparative analysis (t-tests)) 
and predictive modeling (logistic regression) to 
explore the relationships between these 
variables: 
 

log 𝐿(𝛽) =  ∑[𝑦𝑖 ∗ log(𝑝𝑖) +  (1 −  𝑦𝑖) ∗ log(1 − 𝑝𝑖)]

𝑛

𝑖=1

 

 

Where:  
 

𝑝𝑖  =  
1

(1 + 𝑒−(𝛽0 + 𝛽1 ∗ 𝑋1 + 𝛽2 ∗ 𝑋2))
 

 

Where:  
 

• 𝑋1 is Bit Strength, and 

•  𝑋2 is the Anonymity Score. 
 

Descriptive statistics were then calculated for the 
key metrics, providing insight into the data 
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distribution. A two-sample t-test was conducted 
to compare breach incidents between platforms 
with low-to-medium encryption (≤ 192 bits) and 
those with high encryption (> 192 bits). 
 

𝑡 =
(𝑋̄1  −  𝑋̄2)

√(
𝑠1

2

𝑛1
) + (

𝑠2
2

𝑛2
)

 

 

Where: 
 

• 𝑋̄1 and 𝑋̄2 are the sample means,  

• 𝑠1
2 and 𝑠2

2 are the sample variances,  

• 𝑛1 and 𝑛2 are the sample sizes. 
 

A logistic regression model was also used to 
predict the likelihood of breaches based on Bit 
Strength and Anonymity Score. The regression 
coefficients were estimated using Maximum 
Likelihood Estimation. The Pearson correlation 
coefficient further evaluated the relationships 
between Bit Strength, Anonymity Score, and 
Breach Incidents, allowing a clearer 
understanding of the strength of these 
relationships. 
 

Data from Chainalysis reports were analyzed to 
evaluate AI's role in enhancing privacy and 
ensuring regulatory compliance (Objectives 2). 
The dataset included Suspicious Transactions 
Detected, Validation Times, Regulatory Flags, 
Actual Breaches, and Predicted Breaches. 
Performance metrics (precision, recall, F1 score, 
and detection rate) were calculated to assess AI 
systems' accuracy in detecting privacy breaches. 
 

𝐹1 =  2 ∗
(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗  𝑅𝑒𝑐𝑎𝑙𝑙)

(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +  𝑅𝑒𝑐𝑎𝑙𝑙)
 

 

Where: 
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 +  𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠)
 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 +  𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠)
 

 
Classification models (Decision Tree and 
Support Vector Machine (SVM)) were used to 
classify transactions as breaches or non-
breaches. Model performance was evaluated 
using accuracy metrics, confusion matrices, and 
Receiver Operating Characteristic (ROC) curves.  
 

Pearson correlation analysis was employed to 
determine the relationship between AI metrics 
and actual breaches, providing further insights 
into how AI influences privacy and regulatory 
compliance. 

𝑟𝑥𝑦  =
𝛴((𝑥𝑖 −  𝑋̄)(𝑦𝑖 −  Ȳ))

√𝛴(𝑥𝑖 − 𝑋̄)2 ∗  𝛴(𝑦𝑖 −  Ȳ)2
 

 
Where: 
 

• 𝑥𝑖  and 𝑦𝑖  are the individual sample points 
for Bit Strength and Breach Incidents. 

• 𝑥ˉ  and yˉare the means of x and y, 
respectively. 

 
The feasibility and effectiveness of advanced 
blockchain technologies, such as Zero-
Knowledge Proofs (ZKP), Homomorphic 
Encryption, and Traditional Encryption, were also 
examined (Objective 3). Data on computation 
time, bandwidth consumption, and privacy levels 
were sourced from CoinMarketCap and Kaggle. 
The analysis involved benchmark testing to 
assess the mean computation time and 
bandwidth consumption under varying 
transaction loads, measuring each technology's 
computational efficiency and resource demands. 
A paired t-test was conducted to compare the 
performance of ZKP and Homomorphic 
Encryption against Traditional Encryption, 
specifically regarding computation time and 
bandwidth consumption. 
 

𝑡 =
𝑑̄

(
𝑠𝑑

√𝑛
)
 

 
Where:  
 

• dˉ is the mean difference in computation 
time,  

• 𝑠𝑑 is the standard deviation of differences,  

• and n is the number of pairs. 
 
A time-series analysis was conducted to evaluate 
the scalability of these technologies over 
increasing transaction volumes. 
 
𝐶𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒(𝑡)

=  𝛼 +  𝛽 
∗ log(𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑉𝑜𝑙𝑢𝑚𝑒𝑡) 

 
Where: 
 

• α and β are regression coefficients. 
 

4. RESULTS 
 
The analysis aimed to assess the effectiveness 
of current data privacy protocols used in 
cryptocurrency systems, focusing on encryption 
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strength, anonymity techniques, and the 
occurrence of data breaches (objective 1). It 
aimed to determine whether these factors 
influence breach incidents and overall platform 
security. 
 
Descriptive analysis: To provide a foundational 
understanding, descriptive statistics (Table 1) 
were computed for the three key metrics: Bit 
Strength, Breach Incidents, and Anonymity 
Score. These metrics were analyzed across 37 
cryptocurrency platforms, with encryption 
strength categorized into low (128 bits), medium 
(192 bits), and high (256 bits) levels. 
 
The mean encryption strength across the 
platforms is 193.73 bits, with most platforms 
using standardized encryption levels (128, 192, 
or 256 bits). The average breach incident rate is 
1.03 breaches per platform, while the anonymity 
scores range from 20 to 98, with a mean of 
58.86. These values illustrate the general 
strength of encryption and the platforms' privacy 
focus. 
 
Fig. 1 shows the distribution of Breach Incidents 
across platforms with different encryption 
strengths. The chart shows that breach incidents 
are relatively similar across low, medium, and 
high encryption categories, reinforcing that 

encryption strength does not significantly impact 
breach frequency. 
 
Comparative analysis: A t-test was performed 
to compare breach incidents between platforms 
with low-to-medium encryption (≤ 192 bits) and 
those with high encryption (> 192 bits). 
 
The results indicate no significant difference in 
breach incidents between platforms with low-to-
medium encryption and those with high 
encryption (p = 0.817). The similarity in breach 
incidents across different encryption levels 
suggests that other factors may be more crucial 
in breach prevention. 
 
Logistic regression analysis: A logistic 
regression was performed to predict the 
likelihood of breaches based on Bit Strength and 
Anonymity Score (see Table 3). 
 
The model shows that neither Bit Strength nor 
Anonymity Score are statistically significant 
predictors of breach occurrences. Fig. 2 presents 
two logistic regression prediction plots, one for 
Bit Strength and one for Anonymity Score. As 
can be seen, both lines are relatively flat, 
reinforcing the finding that neither encryption 
strength nor anonymity strongly influences 
breach likelihood. 

 
Table 1. Descriptive Statistics result 

 

Metric Count Mean Std Min 25% 50% 75% Max 

Bit Strength 37.00 193.73 48.85 128.00 128.00 192.00 256.00 256.00 
Breach Incidents 37.00 1.03 1.07 0.00 0.00 1.00 2.00 4.00 
Anonymity Score 37.00 58.86 25.08 20.00 38.00 63.00 78.00 98.00 

 

 
 

Fig. 1. Distribution of Breach incidents by Encryption strength 
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Table 2. Comparative analysis result using t-test 
 

Metric Group 1 (≤ 192 bits) Group 2 (> 192 bits) 

Mean Breach Incidents 1.09 0.92 
Standard Deviation 1.38 0.79 
Sample Size 22 15 
T-Statistic -0.234 
p-value 0.817 

 

Table 3. Logistic regression analysis result 
 

Variable Coefficient Std. Error z-score p-value 95% Confidence Interval 

Intercept -1.2164 1.695 -0.718 0.473 (-4.539, 2.106) 
Bit Strength 0.0078 0.007 1.073 0.283 (-0.006, 0.022) 
Anonymity Score 0.0037 0.014 0.263 0.792 (-0.024, 0.031) 

 

 
 

Fig. 2. Logistic Regression predictions for breach likelihood 
 

Correlation analysis: 
 

 
 

Fig. 3. Pairwise correlation Matrix result 



 
 
 
 

Gbadebo et al.; J. Eng. Res. Rep., vol. 26, no. 11, pp. 7-27, 2024; Article no.JERR.125505 
 
 

 
17 

 

Table 4. AI Performance Metrics 
 

Metric Value 

Precision 0.168 
Recall 0.204 
F1 Score 0.184 
Detection Rate (%) 28.80% 

 
A pairwise correlation matrix was generated to 
explore further the relationships between Bit 
Strength, Anonymity Score, and Breach Incidents 
(Fig. 3). The heatmap shows weak correlations 
between these factors, with correlation 
coefficients near zero. This suggests that neither 
encryption strength nor anonymity is strongly 
correlated with the frequency of breaches, 
supporting the earlier results. 
 
Role of AI in enhancing privacy and 
regulatory compliance: To analyze the role of 
AI-powered tools in enhancing privacy and 
ensuring regulatory compliance within 
cryptocurrency systems (Objective 2), Key 
metrics, including AI detection rates, AI accuracy 
(Precision, Recall, F1 Score), and the 
performance of classification models were 
evaluated to understand how AI impacts privacy 
protection and compliance. 
Descriptive performance metrics: Key 
performance metrics such as Precision, Recall, 

F1 Score, and Detection Rate were calculated to 
evaluate the effectiveness of AI systems. These 
metrics reflect the AI system’s ability to detect 
privacy breaches and flag suspicious activities. 
The performance results are summarized in 
Table 4 above. 
 
In this Table 4, precision refers to the proportion 
of predicted breaches. With a precision of 0.168, 
the system had a relatively high false-positive 
rate, where only 16.8% of flagged breaches were 
real. The recall metric represents the proportion 
of correctly detected breaches at 0.204. This 
shows that the AI missed many real breaches. 
The F1 Score, which balances precision and 
recall, is 0.184, indicating that the AI system 
struggles to detect actual breaches and avoid 
false positives. The detection rate of 28.80% 
indicates the percentage of transactions flagged 
as suspicious by the AI system. Fig. 4 provides a 
visual representation of the AI's precision, recall, 
and F1 score performance. 

 

 
 

Fig. 4. Visual representation of the AI's precision, recall, and F1 score performance 
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Table 5. Classification Model Results 
 

Metric Decision Tree SVM 

Accuracy 0.62 0.80 
True Positives 10 0 
False Positives 46 0 
True Negatives 114 160 
False Negatives 30 40 

 

 
 

Fig. 5. The ROC Curves for both models 
 
Classification models: Two supervised 
machine learning models, a Decision Tree and a 
Support Vector Machine (SVM), were used to 
classify whether a transaction was a breach. The 
performance of these models was measured 
using accuracy and confusion matrix values, 
highlighting their effectiveness in identifying 
privacy breaches. Table 5 shows the 
performance metrics for these models. 
 
The Decision Tree achieved an accuracy of 62%, 
correctly identifying ten breaches. However, it 
incorrectly flagged 46 non-breaches as breaches 
(false positives), leading to a high error rate. On 
the other hand, the SVM model had a higher 
accuracy of 80%, with no false positives, but it 
failed to detect any true breaches (true positives 
= 0). This suggests that while the SVM model is 

more conservative and avoids false positives, it 
cannot detect real breaches effectively. 
 

Fig. 5 presents the ROC Curves for both models, 
which show their ability to distinguish between 
breaches and non-breaches. The Area Under the 
Curve (AUC) values for these models are 0.66 
for the Decision Tree and 0.79 for the SVM. A 
higher AUC indicates that the SVM model can 
better distinguish between breaches and non-
breaches. However, despite the higher AUC, the 
SVM’s practical usefulness is limited due to its 
failure to detect breaches. 
 

Correlation analysis: A Pearson correlation 
analysis assessed the relationship between 
crucial AI metrics (suspicious transactions, 
validation times, regulatory flags) and actual 
breaches. The results are presented in Table 6. 
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Table 6. Correlation Matrix 
 

Variable Metric Correlation 

Suspicious Transactions Actual Breaches -0.02 
Validation Times Actual Breaches -0.01 
Regulatory Flags Actual Breaches -0.01 

 
Table 7. Benchmark Testing Results 

 

Metric ZKP Homomorphic Traditional 

Computation Time (seconds) 1.73 2.52 1.10 
Bandwidth (MB) 29.62 39.76 17.46 

 

 
 

Fig. 6. Comparison of the mean computation time and bandwidth consumption 
 
The correlation matrix shows very weak 
correlations between AI metrics and actual 
breaches. For instance, suspicious transactions 
and actual breaches correlate -0.02, indicating 
almost no relationship between the number of 
suspicious transactions flagged by the AI and the 
number of the actual violations. Validation times 
and regulatory flags also show similarly weak 
correlations with actual breaches, suggesting 
that these metrics are not strongly predictive of 
privacy breaches. The performance metrics, 
classification models, and correlation analysis 
highlight areas where AI excels and struggles in 
the context of privacy protection in 
cryptocurrency systems. 
 
Feasibility and Effectiveness of Advanced 
Blockchain Technologies: To assess the 
feasibility and effectiveness of advanced 
blockchain privacy technologies, specifically 
Zero-Knowledge Proofs (ZKP), Homomorphic 
Encryption, and Traditional Encryption, the 
analysis focuses on key metrics such as 
computation time, bandwidth consumption, and 
privacy levels. Benchmarking and efficiency 

comparisons are conducted to evaluate 
performance across different transaction 
volumes. 
 

Benchmark Testing: Benchmark testing was 
conducted to evaluate these technologies' 
computational performance and resource 
demands, with the results summarized in Table 7 
above. 
 

As shown in Table 7, ZKP and Homomorphic 
Encryption have higher computation times and 
bandwidth consumption than Traditional 
Encryption. This reflects the increased 
complexity of privacy-preserving features in ZKP 
and Homomorphic Encryption. Fig. 6 above 
visually compares the mean computation time 
and bandwidth consumption. 
 

Efficiency comparison: Paired t-tests were 
conducted between traditional and advanced 
blockchain technologies to assess the statistical 
significance of performance differences. Table 8 
presents the t-statistics and p-values for 
comparison of computation time and bandwidth 
consumption. 
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Fig. 7. Computation time Distribution across the three blockchain technologies 
 

 
 

Fig. 8. Computation time scales with transaction volume for each technology 
 

Table 8. Efficiency Comparison (Paired t-tests) 
 

Comparison t-statistic p-value 

ZKP vs Traditional (Computation Time) 22.02 < 0.001 
Homomorphic vs Traditional (Computation Time) 44.42 < 0.001 
ZKP vs Traditional (Bandwidth) 28.89 < 0.001 
Homomorphic vs Traditional (Bandwidth) 50.75 < 0.001 
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The results of the t-tests, shown in Table 8, 
indicate significant differences between 
advanced technologies (ZKP and Homomorphic) 
and traditional encryption in terms of both 
computation time and bandwidth consumption. 
Fig. 7 provides a visual representation of the 
distribution of computation times across these 
technologies. 
 
Time-series analysis: To examine the 
scalability of these technologies, a time-series 
analysis was conducted to evaluate how 
computation time scales as transaction volume 
increases. Fig. 8 shows the relationship between 
transaction volume and computation time for 
each technology. 
 
The time-series analysis reveals that ZKP and 
Homomorphic Encryption exhibit steeper 
increases in computation time as transaction 
volume grows, compared to Traditional 
Encryption, which remains more efficient at 
higher transaction loads. This suggests that while 
advanced technologies offer superior privacy 
features, they may face challenges scaling for 
high-volume environments. 
 

5. DISCUSSION AND CONCLUSION 
 
The findings from the first objective reveal a 
weak relationship between encryption strength, 
anonymity techniques, and data breaches across 
cryptocurrency platforms. Contrary to the 
expectation that more robust encryption should 
reduce violations, the results, consistent with 
Truong et al. (2023) and Akanfe et al. (2024), 
show no significant reduction in breaches across 
platforms with different encryption levels. While 
platforms use various encryption levels (128, 
192, 256 bits), breach incidents remain relatively 
similar, as also observed by Herskind et al. 
(2020), who highlighted that even advanced 
privacy measures like those in Monero and 
Zcash are not entirely secure against specific 
attacks. 
 
The logistic regression analysis confirms that 
neither bit strength nor anonymity score 
significantly predicts breaches (p = 0.283 and p = 
0.792, respectively). This finding aligns with 
Akcora et al. (2021), who noted that even 
privacy-enhanced cryptocurrencies like Zcash 
face scalability and efficiency issues. The weak 
correlation between encryption strength, 
anonymity scores, and breaches further 
underscores the complexity of securing 
cryptocurrency platforms. This result resonates 

with Bistarelli et al. (2021), who warned that de-
anonymization risks persist even with advanced 
encryption. Goldbarsht and deKoker (2022) also 
emphasized balancing privacy technologies with 
regulatory oversight to prevent misuse. 
 
The second objective evaluated AI’s role in 
enhancing privacy and regulatory compliance. 
The results indicate that AI-powered systems 
struggle to detect breaches accurately while 
minimizing false positives. With a precision of 
0.168 and recall of 0.204, the AI systems often 
flag non-breaches, supporting Kshetri's (2022) 
view that while AI helps regulatory compliance, it 
still faces performance challenges. This is further 
supported by Williamson and Prybutok (2024), 
who emphasize that refining AI algorithms is 
necessary to reduce false positives and improve 
detection accuracy. 
 
The classification models also highlight these 
challenges. Though achieving 62% accuracy, the 
Decision Tree model suffers from a high rate of 
false positives, while the SVM model, despite an 
80% accuracy, fails to detect any actual 
breaches. These results suggest that while AI 
models like those used by Chainalysis and 
Elliptic (An et al., 2021) can analyze large 
datasets and detect fraudulent transactions, their 
real-world application in balancing privacy and 
compliance remains challenging. Kuttiyappan 
and Rajasekar (2024) noted that the "black box" 
problem in AI models complicates their decision-
making transparency, which can hinder the 
accurate detection of regulatory violations. 
 
Furthermore, the correlation analysis between AI 
metrics (suspicious transactions, validation 
times, regulatory flags) and actual breaches 
reveals almost no significant relationships. This 
suggests that current AI tools need to be more 
effectively identifying genuine privacy breaches, 
echoing Pocher et al.'s (2023) findings. Weak 
correlations in the data align with Hassija et al.’s 
(2023) observations on the inefficiencies and 
biases present in AI systems, which limit their 
effectiveness in enhancing privacy protection. 
 
The third objective assesses the feasibility and 
effectiveness of advanced blockchain 
technologies like Zero-Knowledge Proofs (ZKP) 
and Homomorphic Encryption. Benchmark 
testing shows that these technologies offer better 
privacy protections but require higher 
computation times and bandwidth than 
Traditional Encryption. ZKP’s 1.73 seconds and 
Homomorphic Encryption’s 2.52 seconds are 
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notably higher than Traditional Encryption’s 1.10 
seconds, consistent with Dhinakaran et al. 
(2024), who highlighted computational 
inefficiencies in large-scale blockchain networks. 
Additionally, the higher bandwidth consumption 
of ZKP and Homomorphic Encryption further 
underscores their current scalability limitations, 
as argued by Regueiro et al. (2021). 
 

Paired t-tests show significant differences in 
performance, with advanced technologies 
introducing more computational overhead than 
Traditional Encryption (p < 0.001). These 
findings align with Patil et al. (2020) and 
Solomon and Almashaqbeh (2022), who noted 
the trade-offs between enhanced privacy and 
higher resource demands in privacy-preserving 
technologies. The time-series analysis further 
illustrates the scalability challenges of ZKP and 
Homomorphic Encryption, which become less 
efficient at larger transaction volumes, supporting 
Alzoubi et al. (2022), who suggested that 
integrating more efficient blockchain 
methodologies could address these scalability 
issues. 
 

Conclusively, this study reveals that while 
advanced encryption and privacy-preserving 
technologies offer enhanced security in 
cryptocurrency platforms, they do not 
significantly reduce breach incidents. 
Furthermore, although valuable in regulatory 
compliance, AI systems struggle with false 
positives and detection accuracy. Advanced 
blockchain technologies like Zero-Knowledge 
Proofs and Homomorphic Encryption provide 
more robust privacy but face scalability and 
computational efficiency challenges. The study 
recommends that: 
 

1. Cryptocurrency platforms should invest in 
hybrid encryption methods that balance 
privacy with performance. 

2. AI systems should continuously refine with 
better datasets to reduce false positives 
and improve breach detection accuracy. 

3. Integrating scalable blockchain 
technologies with advanced privacy 
mechanisms will improve performance in 
high-volume environments. 

4. Governments and stakeholders must 
establish more precise regulations that 
incentivize adopting privacy-preserving 
technologies while maintaining oversight. 

 

6. FUTURE SCOPE 
 

The findings of this study open several avenues 
for future research and technological 

advancements. First, given the weak correlation 
between encryption strength and breach 
incidents, future studies need to investigate other 
factors that may contribute to platform security, 
such as user behavior and operational 
vulnerabilities. Additionally, the performance 
issues identified in AI systems, particularly in 
breach detection, highlight the need for further 
refinement of machine learning algorithms. 
Future research should focus on improving AI 
models by incorporating more comprehensive 
datasets and advanced training techniques to 
reduce false positives and enhance detection 
accuracy. Moreover, the scalability challenges of 
privacy-enhancing technologies like Zero-
Knowledge Proofs and Homomorphic Encryption 
suggest a need for innovations that improve 
computational efficiency without compromising 
privacy. 
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